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Shadowserver serves 201 National CSIRTs (Computer
Security Incident Response Teams) responsible for
incident response and network security in 175 countries,
in addition to 9,000+ organizations globally across a
wide array of sectors, including: hospitals; financial
institutions; universities and local school districts;
Internet service providers; critical infrastructure to
include energy providers and water utilities; sectoral
CSIRTs and ISACs (Information Sharing and Analysis
Centers); federal, state, and local governments; small
businesses to Fortune 500 companies; retail
establishments; hotels; automobile manufacturers;
airlines; maritime shipping companies; parcel delivery
services; food suppliers, grocery stores and restaurants;
nonprofits and non-governmental organizations; and
underserved regions of the world.

The Shadowserver Foundation is a nonprofit cybersecurity
organization whose mission is to make the Internet more secure for
the public good. As the world's largest provider of free cyber
threat intelligence, we collect and analyze data at Internet-scale,
then distribute daily network remediation reports to help 9,000+
organizations and 201 National CSIRTs covering 175 countries secure
their networks. Our reports act as both an Early Warning Service,
identifying exposed, misconfigured, and vulnerable devices on a
network to be patched before a breach occurs, and a Victim
Notification Service, identifying compromised devices on a network
to be remediated before further exploitation, such as a ransomware
attack, can occur. We provide free technical and investigative
support to law enforcement to combat and disrupt cybercrime. We
also offer global cyber capacity building that teaches defenders
to secure networks, process threat data, and disseminate it to
constituents for sustained cybersecurity capacity within a country.
  

ABOUT US
As a nonprofit organization,
Shadowserver survives on Alliance
Partner fees, donations, grants, and
funded projects. 

ALLIANCE &
FUNDING DRIVE

Lighting the way to a more
secure Internet

Shadowserver needs your support!

WHO WE SERVE

FUNDING FACTS

*Currently, LESS THAN 1% of the 9,000+
organizations we serve provide financial
support. 

To continue providing free public benefit services
that make the Internet more secure for all,
Shadowserver needs your support!

Yet the highly technical nature and global
scale of our free public benefit services
mean we operate our own data center and
require a small but highly-skilled staff,
resulting in operating costs totaling
$400,000 per month.

Achieving consistent, sustainable funding is a
major challenge, and we cannot do it alone.

https://www.linkedin.com/company/the-shadowserver-foundation/
https://x.com/Shadowserver?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://x.com/shadowserver
https://x.com/Shadowserver?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://infosec.exchange/@shadowserver
https://www.shadowserver.org/
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BENEFITS OF  BECOMING 
AN ALLIANCE PARTNER

Lighting the way to a more
secure Internet

Through your support, Shadowserver can continue providing free public
benefit services that make the Internet safer and more secure. Here’s how
your funding makes a difference:    

Early Warning & Victim Notification Reports

Law Enforcement Cybercrime Disruption

Cybersecurity Capacity-Building Services

We provide free technical assistance to many of the world’s most
significant cybercrime disruption operations. Using our Victim
Notification capabilities, we help law enforcement notify
millions of victims that their devices have been compromised by
cybercriminals. We quarantine millions of malicious domains
using our special purpose DNS registrar, the Registrar of Last
Resort (RoLR). We actively protect millions of victims from further
exploitation by disrupting the connection between their
malware-infected devices and criminally-controlled servers by
redirecting the traffic to our sinkhole servers.

Our free, daily network remediation reports provide organizations with
Early Warning and Victim Notification Services. Each detected
issue is designated with a severity level to prioritize patching and
remediation. Our reports include the latest high-risk vulnerabilities
and unique data shared with Shadowserver by law enforcement. 

We provide cybersecurity capacity building in areas of threat
detection, cyber intelligence, and response. Helping to
secure networks globally, we reduce the opportunity for
cybercriminals to attack your network using compromised
proxy networks.  

Funded Public Benefit Projects
Funded projects benefit your organization and the
public, including: honeypot sensor expansion; Internet
scanning for more device types and vulnerabilities;
increased sharing of incident data; and
enhancements to our public dashboard.  

Alliance Partner benefits include: 

Gain public recognition as a cybersecurity
leader and valued Shadowserver Partner
through social media announcements and the
addition of your logo to our website. 

Influence the strategy and prioritization
of our scanning, honeypots, and sinkholing.

Interact directly with our staff and fellow
Alliance partners on our secure chat
platform.

Be among the first to get insights into
new attack observations and
vulnerabilities.
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https://dashboard.shadowserver.org/
https://www.linkedin.com/company/the-shadowserver-foundation/
https://x.com/Shadowserver?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://x.com/shadowserver
https://x.com/Shadowserver?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://infosec.exchange/@shadowserver
https://www.shadowserver.org/

